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Custom Mutare mutators for the Plug request surface —
the Plug.Conn calls a plug, router, or controller action performs on the conn.
A plug returns a transformed conn, so its whole contract is which conn-transforming call
ran — the status/header/session/cookie it set, the body it sent, whether it halted. These
are exactly the calls a suite tends to under-assert: a test that checks "something happened"
but not which transformation leaves a gap. mutare_plug turns each such gap into a located
Mutare survivor.
The families
Mutare.Plug.all/0 returns six mutator families:
	Family	Name	Mutation	The gap a survivor exposes
	Mutare.Plug.Halt	:plug_halt	removes Plug.Conn.halt/1	no test depends on this plug halting — the classic authorization-bypass
	Mutare.Plug.Status	:http_status	swaps the atom status of Plug.Conn.put_status/2, send_resp/3, resp/3, send_chunked/2, and send_file/3,4,5 for a same-family sibling (:ok → :created, :unauthorized → :forbidden)	no test pins the exact status
	Mutare.Plug.Session	:plug_session	removes Plug.Conn.put_session/3, delete_session/2, clear_session/1, and configure_session/2	no test depends on the session mutation — removing configure_session(conn, renew: true) on login is the classic session-fixation bypass
	Mutare.Plug.Header	:resp_header	removes Plug.Conn.put_resp_header/3, delete_resp_header/2, and put_resp_content_type/2,3	no test depends on the response header — or pins the content type
	Mutare.Plug.Cookie	:resp_cookie	removes Plug.Conn.put_resp_cookie/3,4 and delete_resp_cookie/2,3, flips explicit string same_site: values, and drops the max_age: option (persistent cookie → session cookie)	no test depends on the response cookie, its SameSite policy, or its lifetime
	Mutare.Plug.Body	:resp_body	blanks the body argument of Plug.Conn.send_resp/3 and resp/3 to ""	no test reads the response body

Each family matches its call written directly (Plug.Conn.halt(conn)), aliased, or
bare-imported (halt(conn), the form use Plug.Builder / use Plug.Router — or Phoenix's
use MyAppWeb, :controller — produces). Integer statuses (put_status(conn, 200)) are left
to Mutare's built-in literal family; :http_status only swaps atom statuses.
Usage
mutare_plug uses the Mutare engine, so add both as
:dev/:test dependencies:
# mix.exs
defp deps do
  [
    {:mutare, "~> 0.5.0", only: [:dev, :test], runtime: false},
    {:mutare_plug, "~> 0.2", only: [:dev, :test], runtime: false}
  ]
end
Then list the families in .mutare.exs. Setting :mutators replaces Mutare's default
set, so include the :builtins family to keep the built-ins on:
# .mutare.exs
[mutators: [:builtins] ++ Mutare.Plug.all()]
Run it the usual way:
mix mutare
A Phoenix app adds the companion mutare_phoenix
on top for the Phoenix.Controller surface (see "Scope").
Configuring a family
:http_status's swap table is configurable. Use {module, opts} with a :swaps
map — a status you list replaces its built-in siblings, an empty list disables it,
and any status you omit keeps its built-in siblings. Configuring a family means listing it
yourself, so expand Mutare.Plug.all/0 into its members and replace that one entry:
# .mutare.exs — narrow :ok to one sibling, stop mutating :no_content, add a teapot
[
  mutators: [
    :builtins,
    Mutare.Plug.Halt,
    {Mutare.Plug.Status, swaps: %{ok: [:created], no_content: [], im_a_teapot: [:bad_request]}},
    Mutare.Plug.Session,
    Mutare.Plug.Header,
    Mutare.Plug.Cookie,
    Mutare.Plug.Body
  ]
]
Configured siblings must be valid Plug.Conn.Status reason atoms. They are not validated:
a sibling that isn't a real status produces a crashing mutant rather than a valid but
incorrect status. See Mutare.Plug.Status for the full table.
Why not the built-in atom mutators?
In a status position, Mutare's built-in atom swaps (:ok → :error / :mutare) produce a
value that crashes — an uninformative kill that tells you nothing about test quality.
:http_status swaps to valid siblings, so a survivor means a genuine missing assertion
rather than a crash, and Mutare's overlap pruning drops the redundant crashing leaves at the
same range. :resp_body works the same way for a literal body: its whole-call blank covers
the string node, so the built-in string family's sentinel leaves there are pruned
automatically and one clean "is the body read?" mutant remains.
Example
examples/demo is
a standalone mini-project — an auth plug and a few request handlers over a tiny Plug.Conn
stand-in — with deliberate test gaps that surface survivors in the halt/status/body
families. From the repo root:
mix compile
mix mutare examples/demo
Scope
This package mutates Plug.Conn calls only. The companion mutare_phoenix handles
the Phoenix.Controller surface (redirect/2's status, and the defensive :skip
routing for Phoenix's compile-time macros). It depends on this package the way
phoenix depends on plug;
mutare_phoenix_live_view adds support for LiveView.
License
MIT — see LICENSE.


  

    Changelog

All notable changes to this project are documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
Unreleased
0.2.1 - 2026-10-03
Changed
	Requires Mutare 0.5 ({:mutare, "~> 0.5.0"}).

0.2.0 - 2026-09-26
Changed
	Breaking: Mutare 0.4.1 or newer is required ({:mutare, "~> 0.4.1"}). Mutare now
offers a pipe stage to a mutator as the direct call it is sugar for, and this package
reads every call that way; it no longer compiles against an older core.
	A removed pipe stage collapses to what flows into it. Every removal family
(:plug_halt, :plug_session, :resp_header, :resp_cookie) used to replace a piped
stage with Function.identity(); the mutant now reads as the stage removed, diffed over
the pipe it shortens — conn |> authorize() |> halt() → conn |> authorize(), and
conn |> halt() |> log() → conn |> log() shows as conn |> halt() → conn. The
mutants themselves are unchanged. An option or status mutation on a piped stage
(:http_status, :resp_body, the :resp_cookie option mutants) is still diffed at
the stage alone.

0.1.0 - 2026-09-07
Initial release.
Added
	Mutare.Plug.Halt (:plug_halt) — removes Plug.Conn.halt/1, pipe-aware
(halt(conn) → conn; a piped stage → Function.identity()).
	Mutare.Plug.Status (:http_status) — swaps the atom status of
Plug.Conn.put_status/2, send_resp/3, resp/3, send_chunked/2, and
send_file/3,4,5 for a curated same-family sibling; per-instance configurable
via {module, swaps: %{...}}.
	Mutare.Plug.Session (:plug_session) — removes Plug.Conn.put_session/3,
delete_session/2, clear_session/1, and configure_session/2 (removing
configure_session(conn, renew: true) on login is the classic
session-fixation bypass).
	Mutare.Plug.Header (:resp_header) — removes Plug.Conn.put_resp_header/3,
delete_resp_header/2, and put_resp_content_type/2,3.
	Mutare.Plug.Cookie (:resp_cookie) — removes Plug.Conn.put_resp_cookie/3,4
and delete_resp_cookie/2,3, flips/drops explicit string same_site: cookie
policy options, and drops the max_age: option of put_resp_cookie/4
(persistent cookie → session cookie).
	Mutare.Plug.Body (:resp_body) — blanks the body argument of
Plug.Conn.send_resp/3 and resp/3 to "" ("does any test read the
response body?"); on a literal body its whole-call rewrite supersedes the
built-in string family's sentinel leaves via Mutare's overlap pruning.
	Mutare.Plug.all/0 for splicing all six families into a :mutators list.



  

    LICENSE


MIT License

Copyright (c) 2026 Benjamin Fox

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Custom Mutare mutators for the Plug request surface —
the Plug.Conn calls a plug, router, or controller action performs on the conn.
Usage
Add mutare_plug to your deps, then list its families in .mutare.exs. Setting
:mutators replaces Mutare's default set, so include the :builtins family to keep the
built-ins on:
# .mutare.exs
[mutators: [:builtins] ++ Mutare.Plug.all()]
all/0 returns this package's six families:
	Mutare.Plug.Halt — :plug_halt, removes Plug.Conn.halt/1.
	Mutare.Plug.Status — :http_status, swaps the atom status of
Plug.Conn.put_status/2, send_resp/3, resp/3, send_chunked/2, and
send_file/3,4,5 for a same-family sibling.
	Mutare.Plug.Session — :plug_session, removes session mutations,
configure_session/2 included.
	Mutare.Plug.Header — :resp_header, removes response-header mutations,
put_resp_content_type/2,3 included.
	Mutare.Plug.Cookie — :resp_cookie, removes response-cookie mutations,
flips explicit :same_site values, and drops explicit :max_age options.
	Mutare.Plug.Body — :resp_body, blanks the body of Plug.Conn.send_resp/3
and resp/3 to "".

Each family matches its call written directly (Plug.Conn.halt(conn)), aliased, or
bare-imported (halt(conn), the form use Plug.Builder / use Plug.Router — or
Phoenix's use MyAppWeb, :controller — produces).
A Phoenix app composes these with the companion mutare_phoenix, which adds the
Phoenix.Controller families on top the way phoenix builds on plug.
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        This package's six mutator families, for splicing into :mutators (see the module
docs for the :builtins pairing).
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          @spec all() :: [module()]


      


This package's six mutator families, for splicing into :mutators (see the module
docs for the :builtins pairing).
iex> Mutare.Plug.all() == [
...>   Mutare.Plug.Halt,
...>   Mutare.Plug.Status,
...>   Mutare.Plug.Session,
...>   Mutare.Plug.Header,
...>   Mutare.Plug.Cookie,
...>   Mutare.Plug.Body
...> ]
true
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:resp_body — blanks the response body: the body argument of Plug.Conn.send_resp/3
and Plug.Conn.resp/3 becomes "". A surviving mutant means no test reads the
response body — the response was sent, with the right status, and nothing checked
its contents.
send_resp(conn, 200, Jason.encode!(payload))  # → send_resp(conn, 200, "")
conn |> resp(:ok, body)                       # → conn |> resp(:ok, "")
Matches both calls written directly (Plug.Conn.send_resp(conn, ...)), aliased, or
bare-imported. A body that is already a literal "" is left alone (the mutant would
change nothing). The status argument is handled by :http_status (atoms) and the
built-in literal families (integers); send_file/3,4,5 is out of scope because its third
argument is a path, not a body — blanking it would cause a file error without testing
assertions about the response body.
Because the mutation is the original call with exactly the body argument substituted,
Mutare.Transform.Overlap treats it as covering that node: on a literal body the
built-in :string leaves (""/"mutare") are pruned automatically, so this family
supersedes them rather than double-firing on the same range.
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:resp_cookie — removes response-cookie mutations, flips explicit :same_site
cookie policy values, and drops explicit :max_age options. A survivor means no test
depends on this code setting/deleting the response cookie, on the cookie's SameSite
policy, or on its persistence.
put_resp_cookie(conn, "sid", token)                    # → conn
delete_resp_cookie(conn, "sid")                        # → conn
put_resp_cookie(conn, "sid", token, same_site: "Lax")  # → "Strict" / "None"
put_resp_cookie(conn, "sid", token, max_age: ttl)      # → put_resp_cookie(conn, "sid", token)
Dropping max_age: turns a persistent cookie into a session cookie — an option-presence
mutation the built-in literal families cannot produce (they mutate the duration's value,
not the entry). It applies only to put_resp_cookie/4; delete_resp_cookie/3 forces
max_age: 0 regardless of the option, so a drop there would be a no-op mutant.
Matches Plug.Conn.put_resp_cookie/3,4 and Plug.Conn.delete_resp_cookie/2,3
written directly, aliased, or bare-imported. Boolean-valued cookie options such as
:secure, :http_only, :sign, and :encrypt are left to Mutare's built-in boolean
mutators (dropping one is equivalent to flipping it to its default).
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:plug_halt — removes Plug.Conn.halt/1. Without halt, execution continues to
subsequent plugs and the action, so a surviving :plug_halt mutant means no test
depends on this plug halting.
halt(conn)        # → conn
conn |> halt()    # → conn
Matches halt written directly (Plug.Conn.halt(conn)), aliased, or bare-imported
(halt(conn), the form use Plug.Builder / use Plug.Router — or Phoenix's
use MyAppWeb, :controller — produces), and only Plug.Conn.halt/1; a halt at any
other arity is a different call and is left untouched.
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:resp_header — removes explicit response-header mutations. A surviving mutant means no
test depends on this code setting or deleting that response header.
put_resp_header(conn, "cache-control", "no-store")  # → conn
conn |> delete_resp_header("x-legacy")              # → conn
put_resp_content_type(conn, "application/json")     # → conn
Removing put_resp_content_type/2,3 leaves the response on the upstream (or default)
content type, so a survivor means no test pins the response's content-type header —
the charset-carrying arity 3 included.
Matches Plug.Conn.put_resp_header/3, Plug.Conn.delete_resp_header/2, and
Plug.Conn.put_resp_content_type/2,3 written directly, aliased, or bare-imported. String
values themselves are left to Mutare's built-in string mutators.
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:plug_session — removes Plug.Conn session mutations. A surviving mutant means no test
depends on this code writing, deleting, clearing, or reconfiguring session state.
put_session(conn, :user_id, user.id)      # → conn
conn |> delete_session(:user_id)          # → conn
clear_session(conn)                       # → conn
configure_session(conn, renew: true)      # → conn
Removing configure_session(conn, renew: true) on login is the classic session-fixation
bypass (the session id remains unchanged after authentication). Removing
configure_session(conn, drop: true) on logout leaves the session in place after
sign-out. A survivor here means no test pins that lifecycle behaviour.
Matches put_session/3, delete_session/2, clear_session/1, and configure_session/2
written directly (Plug.Conn.put_session(conn, ...)), aliased, or bare-imported. The
boolean option values inside configure_session/2 are still left to Mutare's built-in
boolean mutators; this family only removes the call.
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:http_status — swaps the atom status of Plug.Conn.put_status/2, send_resp/3,
resp/3, send_chunked/2, and send_file/3,4,5 for a plausible sibling in the same
status family. A surviving mutant means no test pins the exact status code.
put_status(conn, :ok)            # → :created / :no_content
put_status(conn, :unauthorized)  # → :forbidden
send_resp(conn, :not_found, "")  # → :gone / :forbidden
Integer statuses (put_status(conn, 200), send_resp(conn, 200, body)) are left to the
built-in literal family. Matches each call written directly, aliased, or bare-imported
(from use Plug.Builder / use Plug.Router, or Phoenix's use MyAppWeb, :controller).
Configurable
The swap table is configurable per instance. Use {module, opts} with a :swaps
map: a status you list replaces its built-in siblings, an empty list disables it,
and any status you omit keeps its built-in siblings. Configured siblings must be valid
Plug.Conn.Status reason atoms. The built-in table contains only valid statuses, but
configured siblings are not validated. Adding an invalid status produces a crashing,
uninformative mutant rather than a valid but incorrect status.
Configuring a family means listing it yourself, so expand Mutare.Plug.all/0 into its
members and replace the Status entry:
# .mutare.exs — narrow :ok to one sibling, stop mutating :no_content, add a teapot
[
  mutators: [
    :builtins,
    Mutare.Plug.Halt,
    {Mutare.Plug.Status,
     swaps: %{ok: [:created], no_content: [], im_a_teapot: [:bad_request]}},
    Mutare.Plug.Session,
    Mutare.Plug.Header,
    Mutare.Plug.Cookie,
    Mutare.Plug.Body
  ]
]
An unconfigured instance — Mutare.Plug.Status, or the one in Mutare.Plug.all/0
— uses the built-in table unchanged.
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